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CONTRACTOR’S PROPOSAL 

Provide all necessary labor, materials, and supplies for the Marisol Boat Ramp Construction. Please use 
the Proposal/Bid Form on the next pages.  
 
BID SUMMARY 
 

BASE BID (ITEMS A1-A30)                                             $_______________________________ 
 
BASE BID RESTROOM (ITEMS B1-B9)                $_______________________________ 
 
ADDITIVE 1 PARKING LOT B (ITEMS C1-C10)                                     $_______________________________ 
 
ADDITIVE 2 PARKING LOT C (ITEMS D1-D10)                                   $_______________________________ 
 
 
 
TOTAL number of calendar days to substantial completion   _______________________________ 
 
ADDENDUM ACKNOWLEDGED _______________________ DATE  ___________________ 
 
ADDENDUM ACKNOWLEDGED _______________________ DATE  ___________________ 
 
ADDENDUM ACKNOWLEDGED _______________________ DATE  ___________________ 
 
Enclosed with the proposal is a cashier’s check or bid bond in the amount of $_________________ (at 
least 5% of the base bid shown in the proposal). 
 
COMPANY: ______________________________________________ 
 

PHONE:       ______________________________________________ 
 

ADDRESS:   ______________________________________________ 
  
BY: ___________________________________   ______________________ 
       Signature       Date 
 
       ___________________________________   ______________________ 
       Printed Name      Title 
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A20 

FURNISH & INSTALL ENTRANCE 

SIGN ASSEMBLY EA 1 $ $ 

A21 

FURNISH & INSTALL ENTRANCE 

SIGN ASSEMBLY EA 1 $ $ 

A22 

FURNISH & INSTALL STOP SIGN 

ASSEMBLY EA 1 $ $ 

A23 

FURNISH & INSTALL SPEED LIMIT 

SIGN ASSEMBLY EA 2 $ $ 

A24 SITE CUT CY 367 $ $ 

A25 SITE FILL CY 6,608 $ $ 

A26 

FURNISH & INSTALL EARTHGUARD 

FIBER MATRIX AC 1.35 $ $ 

A27 

FURNISH AND INSTALL BOLLARD 

FENCE (4 IN X 4 IN X 6 FT) LF  7,821 $ $ 

A28 

FURNISH AND INSTALL 6 IN THICK 

REINFORCED CONCRETE 

ENTRANCE DRIVEWAY (BY OTHERS) SY 72 $ $ 

BASE BID CONTINGENCY LS 1 $100,000 $100,000 

 

BASE BID (RESTROOM) SUMMARY OF IMPROVEMENTS 

ITEM NO. DESCRIPTION  UNIT 

ESTIMATED 

QTY. 

BID UNIT 

PRICE  BID PRICE 

B1 

FURNISH AND INSTALL PERMEABLE 

PLASTIC PAVERS SF 1,594 $ $ 

B2 

FURNISH & INSTALL WOVEN 

GEOTEXTILE SY 178 $ $ 

B3 

FURNISH & INSTALL COMPACTED 

NO. 57 STONE AGGREGATE CY 48 $ $ 

B4 

FURNISH & INSTALL 8" COMPACTED 

SAND SUBGRADE CY 40 $ $ 

B5 SITE CUT CY 1 $ $ 

B6 SITE FILL CY 363 $ $ 

B7 FURNISH & INSTALL FOUNDATION EA 1 $ $ 

B8 

FURNISH & INSTALL RESTROOM 

FACILTIY (BY OTHERS) EA 1 $ $ 

483

7,475

2

A29 

A30

FURNISH AND INSTALL REFL PAV MRK TY 1 (W) 24" (SLD) LF $ $ 22
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SECTION 28 10 01 
ACCESS CONTROL 

PART 1 - GENERAL 
1.1 SUMMARY 

A. Section Includes: 

1. Material and installation requirements for a complete and fully functional access control 
system, to allow access to authorized personnel within pre-determined areas of the site, 
based on time and/or authority level.  

2. Specifications require that access control reader interface devices and field devices to be 
interfaced with other security systems outlined in the Division 28 Sections. 

3. Section 28 05 01 - Common Work Results for Electronic Safety and Security provides 
requirements that apply to the work of this section.  

B. Related Sections but not necessarily limited to: 

1. Section 03 30 00 - Cast-In-Place Concrete. 
2. Section 07 48 13 - Through-Penetration Firestop Systems. 
3. Section 08 11 19 - Stainless Steel Doors and Frames. 
4. Section 08 33 23 - Steel Rolling Overhead Doors. 
5. Section 08 70 00 - Finish Hardware. 
6. Section 09 91 00 - Painting. 
7. Section 14 24 00 - Hydraulic Elevators. 
8. Section 27 05 26 - Grounding and Bonding. 
9. Section 27 05 28 - Pathways for Communications Systems. 
10. Section 27 05 36 - Cable Trays for Communications Systems. 
11. Section 27 05 43 - Communications – Exterior Underground. 
12. Section 28 05 01 – Common Work Results for Electronic Security Systems 
13. Section 28 20 01 - Video Surveillance System 
14. Section 32 31 13 - Chain-Link Fences and Gates. 

1.2 REFERENCES 
A. Reference Standards: Standards referenced in this section include, but are not necessarily 

limited to the following: 

1. American National Standards Institute (ANSI)/Telecommunications Industry Association 
(TIA). 
a. ANSI/TIA--569-E – Telecommunications Pathways and Spaces. 

2. National Fire Protection Association (NFPA): 
a. 70, National Electrical Code (NEC). 

3. UL Solutions. (UL). 

1.3 ADMINISTRATIVE REQUIREMENTS 
A. Coordination 

1. Coordinate installation of readers and integrate into special assemblies for narrow jamb 
frames and pedestal mounts. 

2. Elevator Readers. 
a. Coordinate the required types, sizes, and quantities of conductors for the traveling 

cable with elevator contractor. 
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b. Coordinate card reader interface from elevator cab to elevator equipment room 
demarcation interface. 

c. Coordinate interfacing elevator equipment to card access equipment with elevator 
contractor. 

d. Coordinate installation of readers and integrate into elevator call panels/cab. 
e. Coordinate with the Owner and Vertical Transportation Contractor the output time 

duration requirements to activate call and floor buttons. 
f. Security features shall not affect emergency firefighter’s services. 

1.4 QUALITY ASSURANCE 
A. Qualifications: 

1. Manufacturers: 
a. See Section 28 05 01 for additional requirements. 

2. Installers: 
a. See Section 28 05 01 for additional requirements. 

1.5 SYSTEM ARCHITECTURE AND DESCRIPTION 
A. Provide a microprocessor-based networked security access control and alarm monitoring 

system.  System components shall have as a minimum, Access Control System Servers and 
Workstations, required software and licenses, field devices, remote I/O modules, readers, 
printer and all the required hardware and software for a complete and operational system. 

B. System. 

1. The alarm monitoring client workstation shall communicate with, and monitor, access 
control hardware devices, such as access control readers and access control panels.  
Administrative tasks including defining credential holder information, access groups, time 
zones, intrusion detection devices, configuring digital video cameras and recording devices, 
generating reports, creating maps, floor plans, site plans etc. shall be provided from any 
licensed client workstation on the network.  

2. All system data shall reside on a single database on the server and be accessible in real 
time to all licensed system workstations connected to the network, to allow for automatic 
change propagation to all client workstations on the system, as well as to provide a 
common database to consolidate all information. 

C. Access Control: 

1. The system shall be programmed to provide access granted or denied decisions, define 
access levels, and set time zones and holidays.  An input/output linkage feature shall allow 
linking of monitor zone points to output control points within Access control panels.  

D. Alarm Monitoring: 

1. Alarms are to be prioritized.  The main alarm window shall provide information to include 
the time and location of the alarm, along with its priority.  The main alarm window shall be 
able to sort pending and/or insert new alarms based on any of the following attributes:  
priority, date/time, alarm description, Access control panel, Card Reader, Input Module or 
cardholder.  

E. Network Video Management: 

1. The system shall include a seamlessly integrated network-based video management 
module, to allow for the central administration, monitoring, and archiving of network based 
video and the associated cameras.  The system shall support network based video servers 
from multiple manufacturers.  

F. Third Party Interfaces:   

1. The system shall integrate with a number of third-party hardware and software products.  
The system shall provide seamless integration with fire alarm systems, personal safety 
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systems, video intercom systems, emergency assistance stations, elevator control interface 
and video systems.  

G. System Administration:   

1. System Administrative tasks such as defining client workstation & System Operator 
permissions set-up, access groups, time zones, reports, maps, etc. shall be provided from 
any client workstation on the network.  Initial setup of the cardholder screen layout shall 
occur on the database server.  The system shall support an unlimited number of access 
control readers, input points, video cameras, intrusion detection points, and relay outputs. 

H. Application Programming Interfaces:   

1. The system shall provide a set of standard Application Programming Interfaces (API's) and 
supporting documentation that allows hardware manufacturers and software application 
developers to integrate their products into the system.  The Application Programming 
Interfaces shall allow requests from the end user to integrate a third party hardware or 
software solution based on system open architecture and system device independence. 

I. Upgrades:   

1. All systems shall be upward compatible.  Access control hardware shall be compatible with 
all systems.  Access control hardware (Access control panels, Input Control Modules, 
Access Control Readers, etc.) shall not require replacement or upgrades as the Owner 
migrates from the existing system level to a newer version. 

1.6 APPLICATION DESIGN 
A. Open Architecture:   

1. The system shall have an open architecture design to support industry standards for 
databases, networks, credential printers, and video cameras.  

B. Open Database Connectivity Compliance:   

1. The system shall be Open Database Connectivity (ODBC) compliant.  The system shall 
support a relational database management system with the proper 32-bit ODBC drivers.  

C. Network Support:   

1. The system shall be designed to support industry standard network protocols TCP/IP.  The 
system shall also support peer-to-peer and FTP server capabilities.  

1.7 DESIGN REQUIREMENTS 
A. System shall consist of a server, one or more networked client workstations and access control 

and alarm monitoring processors, interfaced to the Owner’s building network. 

1. System Software:  64-bit, latest version Windows operating system and application 
software.  Software shall have the following capabilities: 
a. Graphical user interface to show pull-down menus and a menu tree format that 

complies with interface guidelines of Microsoft Windows operating system. 
b. System license shall be for the entire system and shall include capability for future 

additions that are within the indicated system size limits specified in this Section. 
c. System shall have open architecture that allows importing and exporting of data and 

interfacing with other systems that are compatible with Microsoft Windows operating 
system. 

d. Password-protected operator login and access. 

B. Distributed Processing:  System shall be a fully distributed processing system so that 
information, including time, date, valid codes, access levels, and similar data, is downloaded to 
access control processors to allow each access control processor to make access-control 
decisions for its location.  Intermediate access control processors used to store access control 
information is not acceptable.  In the event that communications to the server is lost, all access 
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control and alarm monitoring processors shall automatically buffer event transactions until 
communications are restored, at which time buffered events shall be uploaded to the Server. 

C. Server/workstations shall provide operator interface, interaction, display, control, and dynamic 
and real-time monitoring.  Server shall control system networks to interconnect all system 
components, including workstations and field-installed access control and alarm monitoring 
processors. 

D. The system shall be modular in nature, and shall permit expansion of both capacity and 
functionality through the addition of control panels, readers, sensors, etc. 

E. Coordinate color of devices and readers with Architect to blend with surrounding environment 
prior to procuring.  If color options of device are not acceptable to Architect, furnish the devices 
that have a paintable surface and coordinate with the painting contractor the requirements to 
paint the devices prior to installation. 

F. Systems that require annual license renewal shall not be acceptable. 

G. Communication. 

1. Network connecting the Server and workstations shall be by the Owner. 
2. Field equipment shall include access control/alarm monitoring processors, sensors, and 

controls.  Access control/alarm monitoring processors shall serve as an interface between 
the Server and sensors and controls.  Data exchange between the Server and the access 
control/alarm monitoring processors shall include down-line transmission of commands, 
software, and databases to access control/alarm monitoring processors.  The up-line data 
exchange from the access control/alarm monitoring processor to the Server shall include 
status data such as intrusion alarms, status reports, and entry-control records.  Access 
control/alarm monitoring processors are classified as alarm-annunciation or entry-control 
type. 

H. Access Control/Alarm Monitoring Processors. 

1. Access control field devices shall have an onboard UPS to allow for independent operation 
during power loss periods. 
a. Provide battery back up to all access control/alarm monitoring processors and power 

supplies, where Division 26 UPS power is not available.  Refer to the Division 26 plans 
and specifications for UPS power circuit schedules and locations. 

2. Equipment enclosures in the field shall be key-lockable, and equipped with tamper 
switches, to annunciate at monitoring workstations. 

3. Locate access control panels adjacent to power supplies and door hardware power supplies 
in dedicated equipment rooms or communications rooms.  Locating the panels at the door 
location is unacceptable. 

I. The system shall comply with Underwriters Laboratories (UL) standards and shall carry the UL 
labels for UL 294 Access Control System Units. 

1. The access control system shall operate within the limits of Class 2 remote-control and 
signal circuits as defined by Article 725 of the National Electrical Code, NFPA 70. 

J. Integration with other trades. 

1. Interface Readers into Elevator Lobby Call Stations to provide elevator call authorization 
upon presentation of a valid credential. 

2. Integrate Readers into Precast and Construction Walls, Door Frames, etc. 
3. Door Hardware Interface:  Coordinate with Division 08 Sections that specify door hardware 

required to be monitored or controlled by the security access system.  The access 
control/alarm monitoring processors in this Section shall have electrical characteristics that 
match the signal and power requirements of door hardware.  Integrate door hardware 
specified in Division 08 Sections to function with the hardware in this Section. 
a. Provide interface to integral Request to Exit (REX) switch in the door hardware. 
b. In Line Power/Continuous Duty Protection Devices. 
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1) Provide protection devices with built-in surge protection and voltage regulation at 
each electric hardware device to protect the relays and sensitive electronics of the 
system from the electrical spike that occurs when electric hardware locks or 
unlocks.  The equipment shall also provide protection to door which are 
programmed for continuous duty operation, reducing the output voltage by 25 
percent to extend the life of the electric locks. Design Basis:  HES model 2005 - 
SMART PAC II or approved equal. 

4. Fire Alarm Interface.  Provide interface from the fire alarm release directly to the hardware 
or hardware interface to release delayed egress equipment and locked doors in the path of 
egress in compliance with UL and Life Safety requirements.  The fire alarm release shall not 
interface through security equipment. 

K. PIN Codes: 

1. PIN readers shall be provided at areas indicated on drawings.  Accessing a door shall 
require entering a valid PIN in conjunction with presenting a valid card.  A separate duress 
code shall be available to each credential holder to notify the operator at the security 
monitoring screen, as well as initiate an automatic alarm sequence when the duress code is 
entered. 

L. Request to Exit Motion Detectors (where indicated on drawings) 

1. Adjust request to exit motion detector timers to 1-2 seconds.  The access control systems 
shall govern the duration time of door unlocks and door held opens. 

2. Request to exit motion detectors shall be programmed to shunt door position switches only, 
unless life safety codes require the affected door to be unlocked.  

M. Cable Requirements. 

1. Sensor and card reader cable shall be a minimum 22 AWG 
2. Lock cable shall be a minimum 18 AWG, however, shall be sized larger base on distance 

and current rating. 

1.8 PERFORMANCE REQUIREMENTS 
A. System Response to Alarms:  Field device network shall provide a system end-to-end response 

time of 1 second or less for every device connected to the system.  Alarms shall be annunciated 
at the monitoring station within 1 second of the alarm occurring at an access control/alarm 
monitoring processor or device controlled by a local Access control panel, and within 100 ms if 
the alarm occurs at the Server.  Alarm and status changes shall be displayed within 100 ms 
after receipt of data by the monitoring station.  All graphics shall be displayed, including 
graphics-generated map displays, on the console monitor within 5 seconds of alarm receipt at 
the security console. The response times shall be maintained during system heavy load. 

B. Acknowledgeable Events:  Any user programmed alarm event shall cause the card access 
system workstation to provide an audible and visual alarm requiring the operator to 
acknowledge the event and enter via the keyboard a report of the event and cause. 

C. Handicap Entrances: 

1. Interface to electric locks and automatic door opening equipment at handicapped access 
locations.  Presentation of a valid card shall unlock the door, and enable the door open 
button.  The credential holder shall then have the option to press the door open button, or 
manually open the door.  The card access system shall not disable the egress door-open 
button. 

D. Elevator Readers: 

1. Provide readers adjacent to elevator call button locations as indicated.  The call buttons at 
reader locations shall be disabled under normal conditions.  Presenting a valid card shall 
enable the elevator call buttons, allowing the credential holder to select the direction of 
intended travel. 

2. Provide readers in elevator cars locations indicated.  The system shall restrict the credential 
holder’s access to areas on a per-floor basis.  The floor selection buttons within the elevator 
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car shall be disabled under normal conditions.  The presentation of a valid card shall enable 
the floor buttons the credential holder is authorized to access.  Floor restrictions per 
cardholder shall be modified through the programming in the access control system. 

E. ADA Accommodation. 

1. Cards designated for ADA access shall be programmed to an extended door unlock time to 
allow sufficient time for handicapped individuals to open the door. 

1.9 SUBMITTALS 
A. Action Submittals 

1. Shop Drawings: 
a. Fabrication and/or layout drawings: 

1) Routing, size, and fittings. 
2) Seismic location installation details. 

2. Product data. 
a. Provide submittal data for all products specified in PART 2 of this Section. 
b. See Section 28 05 01 for additional requirements. 

B. Informational Submittals: 

1. Cable tray fill calculations. 
2. Cable schedule of number and type of cables in cable trays. 
3. Project planning documents. 

C. Closeout Submittals 

1. Operation and Maintenance Data  
a. Contract closeout information: 

1) Refer to Section 01 78 23 - Operation and Maintenance Data. 
2) Provide schematic drawings depicting type and location of interface 

equipment/components, number of cables and conductors, types of connectors, 
circuit requirements and type and dimensions of enclosures. 

D. Maintenance Material Submittals: 

1. Furnish the following items and submit documentation of delivery to and acceptance of such 
items by Owner, in accordance with Section 01 78 43 - Spare Parts and Extra Materials:   
a. One card reader of each type used as a spare. 
b. One access control/alarm monitoring processor as a spare. 
c. One reader interface module for each type used as a spare. 
d. One power supply of each type used as a spare. 
e. [1500] access cards. 
f. Backup software and database programs upon completion of the programming of all 

access control information.  Demonstrate to the Owner that the copies provided can be 
accessed by the Owner and that the entire database is contained on the disks.  
Demonstrate to the Owner the procedure for restoring the system using the backup 
disks. 

g. One factory box for each component, addressed to the manufacturer to facilitate factory 
return for repair authorizations. 

h. Written procedures for obtaining return authorizations.  (If not required, state so in 
writing.) 

1.10 PROJECT DELIVERY, STORAGE AND HANDLING 
A. Refer to Section 28 05 01. 
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1.11 WARRANTY 
A. Comply with the requirements of Section 28 05 01 - Warranty. 

B. User Cards shall be warranted for a period of five years from the date of Substantial 
Completion. 

PART 2 - PRODUCTS 
2.1 MANUFACTURERS 

A. Manufacturers: Subject to compliance with Contract requirements, furnish products of one of the 
following listed manufacturers. 

B. Access Control Equipment: 

1. Software House 
2. Lenel 
3. AMAG Technology 
4. Hirsch 
5. Or Equal. 

C. Request to Exit Motion Equipment: 

1. Interlogix - Model RCR-REX 
2. Securitron - Model XMS 
3. Visonic 
4. Or Equal. 

D. Card Reader: 

1. HID Corp. 
2. CISCO 
3. IBM 
4. Or Equal. 

E. Motion Detection Equipment: 

1. Interlogix 
2. Detection Systems 
3. Honeywell International  
4. Or Equal. 

F. Door Position Switches: 

1. Magnasphere 
2. GRI, Inc 
3. Honeywell 
4. Aleph International 
5. Flair Electronics 
6. Or Equal. 

G. Power Supplies. 

1. LifeSafety Power 
2. Alarm Saf 
3. Altronix. 
4. Or Equal. 

H. Enclosures: 
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1. Hoffman 
2. Rittal Corporation 
3. Hammond 
4. Middle Atlantic Products 
5. Stantron 
6. Bud  
7. Or Equal. 

2.2 SYSTEM REQUIREMENTS 
A. Workstation Software: 

1. The access control software shall operate with the latest Windows Server and client 
workstation operating system. 

2. Password levels shall be individually customized at each workstation to allow or disallow 
operator access to program functions for each location.  Each user’s access shall be 
partitioned to restrict access to only view and modify authorized files, database, remote 
servers, menus, screens, and individual fields within each screen. 

3. The system shall provide two-way communication with third party database on the building 
network for other database sharing applications.  The relational database shall ODBC 
compliant. 

B. The access control database shall have the following minimum system capabilities. 

1. Readers - [2000]. 
2. Cardholders - [400,000]. 
3. Alarm Points - [35,000]. 
4. Time schedules - [250]. 
5. Access Groups - [1500]. 
6. Relay outputs - [35,000]. 
7. Alarm priorities - [250]. 
8. Operator passwords - [2000]. 
9. Operator groups - [1000]. 
10. User definable cardholder fields - [120]. 

2.3 ACCESS CONTROL SYSTEM SOFTWARE REQUIREMENTS 
A. General Requirements: 

1. The system shall provide for password restricted operator access levels.  This feature shall 
restrict access to sensitive programming functions to authorized personnel only.  The 
highest-level password shall have access to all system databases and functions.  Each 
password shall be individually programmable to restrict operator access to programming 
and operator functions, commands, database access, and alarm point and control point 
functions.   

2. The system shall provide an audit feature to maintain an historical record of what changes 
were made and who made them. 

3. Graphical Maps: 
a. The system shall provide for map graphics, floor plans, site plans that graphically depict 

system status.  Icons placed on graphical backgrounds shall be used to indicate the 
real time status of each system connection including access control reader connections, 
alarm inputs, control point outputs, communication connections, etc. 

b. The icon of the device in alarm shall be differentiated from other device symbols by 
enhancement, color change and/or flashing.  Different enhancements shall indicate 
normal, alarm, trouble, time schedule shunt, manual shunt and other status conditions 
provided by the system. 
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c. The system shall be capable of being configured to automatically call up a graphical 
map upon system-generated alarms without an operator request. 

d. The system shall provide for the import of graphics generated by other drawing 
programs.  

4. The system shall provide for a status screen on the security monitoring screen.  The status 
screen shall be manually displayed by an operator any time during a session with a mouse 
click.  The operator shall be able to select any group to view in more detail.  The status 
screen shall display the following: 
a. A complete list of all alarm points displaying the status of each alarm point. 
b. A complete list of all doors displaying the status of each door. 
c. A complete list of all outputs displaying the status of each output. 
d. A complete list of all Alarm Zones displaying the status of each Alarm Zone. 

5. The operator shall have the ability to display multiple alarms, queued in their order of 
priority. 

6. The system monitoring screen and event printer shall display and record the alarm 
message in real time including:  the time, date location, point description, event type and 
point status of each point transaction. 

7. The operator shall be able to verify current status of any point in the system and change 
any of the programmable point descriptors via the Client Workstation. 

8. All software applications shall be specifically designed for security and access control.  A 
current high-level language shall have been used to develop all application programs. 

9. The system shall include a schedule program that will allow the Owner to automatically 
schedule events such as report printing, output commands, door access, alarm access, etc. 
on a time/day programmable basis in advance. 

B. Access Control: 

1. The system shall provide control point outputs for lock power control activated by access 
control reader, client workstation keyboard or time schedule. 

2. All alarm control points as well as access control reader inputs shall be capable of 
independent time schedule via software controls from the access control/security monitoring 
system. 

3. The system shall provide for controlled access through reader controlled doors based on 
the user’s access levels.  An access level shall define a door or group of doors accessible 
by authorized individuals during a certain time period(s).  Time periods shall include both 
authorized days and hours.  The system shall provide for controlled access through reader 
controlled doors based on the user’s authorization.  Users shall be allowed to add or 
remove selected doors within an access level for individual credential holders.  This shall 
also include the ability to assign multiple access levels to credential holders. 

4. The system shall provide for automatic credential holder activation and expiration by 
specified time and date.  

5. The system shall store in memory every access transaction, describing the nature of the 
transaction, time, date, reader location, credential holder name and validity status. 

6. The system shall provide for alarm indication at the system monitoring station for 
unauthorized reader use attempts.  Unauthorized reader use alarms shall be user 
selectable on a reader-by-reader basis.  When configured in Card and PIN mode the 
system shall automatically invalidate the badge after five consecutive invalid PIN attempts.  
The system shall not allow duplicate PIN numbers. 

7. The system shall provide screen display and event printing of transactions (all transactions 
or violations only; by user and by reader). 

8. The system shall provide momentary or maintained release of reader controlled door locks 
via the monitoring screen. 

9. The system shall provide for user programming of the following data for each card: 
a. Card number (internal and hot stamp). 
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b. Access Levels. 
c. Authorized Areas. 
d. Effective Date. 
e. Expiration Date. 
f. Credential holder Name. 
g. Credential holder ID number. 
h. Employee status (active, retired, temporary, etc.). 
i. Credential holder department name. 
j. Credential holder automotive license number. 
k. Credential holder phone number. 
l. Company name (if other than system owner). 
m. User definable fields.  

C. Database Queries, Editing and Printing: 

1. The system shall provide for database queries, database editing and report printing via user 
definable parameters.  The system shall be capable of printing requested queries and 
reports to the system monitoring screen or its associated report printer.  In addition, the 
system shall be capable of conducting a file search by field or combination of user definable 
fields.  Upon the users request, searched and sorted files shall be capable of being printed 
in the order dictated by the user, i.e. alphabetically by last name, numerically by badge 
number, alphabetically by department name, etc. 

2. The system shall provide for report printing and/or display of any group of events within any 
selectable time period.  The Report printer shall be capable of producing a hard copy of any 
report that the system may generate.  Reports shall include historical events, defined by 
any combination of the following categories: 
a. All Events. 
b. Location. 
c. Point Number. 
d. Event Type (e.g. intrusion, door open, etc.) 
e. Point Status (e.g. on, off, alarm, normal, shunted, etc.) 
f. Management reports of transactions history by card number, cardholder data, reader 

number, time period, or invalid attempts. 
g. Audit trail reports. 

3. The system shall allow the exporting of report outputs directly to another database. 

2.4 SECURITY APPLICATION SERVER AND WORKSTATIONS 
A. The Database Server for the Access Control & Alarm Monitoring Systems shall consist of the 

following minimum specifications: 

1. 2 RU TIA/EIA Rack Mountable. 
2. Operating System:  Microsoft Windows, latest version. 
3. Processor:  Intel Xeon processor E5-2600v4 Series. 
4. Chip Set:  Intel C612 (or Latest) 
5. Memory Specifications: 

a. Quad channel memory 1TB 2400 MHz DDR4 ECC memory. 
b. Dual CPU’s. 

6. Graphics: 
a. 4 PCI Express x16 Gen 3 graphics cards - 675W 

1) Total 3 x 225W graphic cards in 3 slots. 
7. Storage:  3.5 inches SATA (4) 4TB 5400 rpm drives. 
8. Storage Controller: 
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a. Integrated:  LSI SAS 3008 12Gb/s SAS (6Gb/s SATA) controller. 
1) RAID 0, 1, 10 capable of 8 drives. 
2) 2 integrated Intel controller (6Gb/s) SATA ports for optical drives. 

9. Communications: 
a. Integrated:  Intel I217 & I 210 Gigabit Ethernet controllers. 

1) Intel Remote Wake Up. 
2) PXE and Jumbo frames support. 

10. Audio Controller:  Integrated Realtek ALC3220 High Definition Audio Codec (2 Channel). 
11. I/O Ports: 

a. 6 - USB 2.0 
b. 4 - USB 3.0 
c. 1 - Microphone. 
d. 1 - Headphone. 
e. 1- 2x5 USB 2.0 header. 
f. 8 - SAS @ 12Gb/s (supports SATA @ 6 Gb/s as well) 
g. 1 - Audio Line out. 
h. 1 - Audio Line in/Microphone. 
i. 1 - Serial port. 
j. 2 - RJ45 Network ports. 

12. Bays. 
a. (1) External slimline optical bay. 
b. (4) Internal 3.5 inches bays (support total of (4) 3.5 inches or 2.5 inches drives) 
c. (1) External 5.25 inches bay. 

13. Slots. 
a. (2) PCIe x16 Gen 3  
b. (1) PCIe x16 Gen 3 (wired as x4 - Slot 1) 
c. (1) PCIe x16 Gen2 (wired as x4) 
d. (1) PCI 32 Bit. 

14. Power Supply: 
a. 1300W (input voltage 120VAC-240VAC) 
b. 90 percent efficient (80PLUS Gold Certified) 
c. Externally accessible and removable. 

15. Storage devices:  Slimline DVD-ROM; DVD+/-RW 
16. USB Keyboard. 
17. USB Optical 3 button Mouse with scroll wheel. 
18. User Interface:  Remote operation via the security management operator workstation. 
19. Surge Suppression Strip. 
20. Server Software: 

a. Microsoft Server Operating System, latest edition. 
1) Minimum of five (2) client licenses.  

B. The client workstation for the latest Microsoft Windows operating systems shall consist of the 
following minimum specifications: 

1. 2 RU TIA/EIA Rack Mountable. 
2. Processor:  Intel Core i7 (8 core, 16M cache, 2,9Ghz) 
3. Memory:  16GB DDR4 2666Mhz SoDIMM Non-ECC Memory. 
4. HD:   
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a. 512GB PCIe NVMeClass 40 M.2 SSD for operating system. 
b. 1TB secondary Hard drive, RAID 1 500GB backup drive. 

5. Five (5) USB 3.0 ports. 
6. Anti-virus software. 
7. PCIe 2.0 x 16 NVIDIA or ATI Video card 8 GB GDDR6 with 4 mDP to DP adapter outputs. 
8. Optical mouse. 
9. 48XCDRW and 16XDVD+RW/+R. 
10. C9- All SCSI drives, RAID 1, 2 drive total configuration. 
11. Two (2) 73GB Ultra 320 SCSI, 1 inch. 
12. U320 SCSI Controller Card. 
13. PERC RAID Controller. 
14. Intel Pro 1000MT Copper Gigabit Network Adapter. 
15. LAVA QUATTRO-PCI Bus 4-Port Serial Board. 
16. Provide monitor trees to accommodate multiple monitors where indicated on drawings.  

Monitor trees shall accommodate standard VESA mounting. 
17. 128MB PCIe x16 nVidia Quadro FX 1300. 
18. Sound Blaster Audigy™ 2 (D), w/Dolby Digital 5.1.  Include software programming and 

hardware provisions to inhibit users from adjusting the volume and silencing/disabling the 
sounder after the initial volume setup. 

19. Stereo speakers. 
20. Standard Windows Keyboard. 
21. Surge Suppression Strip. 
22. Epson FX-870 Logging Dot Matrix Printer, or equivalent. 
23. Hewlett Packard 1320n Report Laser Printer, or equivalent. 
24. Software: 

a. Microsoft Windows - Latest Version. 
b. Microsoft SQL Server - Latest Version Client License. 
c. System Client Software - Latest Version. 

2.5 MONITORS 
A. Diagonal Viewing Size:  24 inches. 

B. Aspect Ratio:  16:10 

C. Panel Type, Surface:  AH In-plane switching, anti glare with hard coat 3H 

D. Optimal Resolution:  1920 x 1200 at 60 Hz. 

E. Contrast Ratio:  1000 to 1 (typical), Dynamic Contrast Ratio:  2 Million:1 (Max) 

F. Backlight Technology:  LED 

G. Brightness:  350 cd/m2 (typical), 50 cd/m2 (minimum) 

H. Response Time:  6ms (grey to grey) 

I. Max Viewing Angle:  178º vertical / 178º horizontal. 

J. Color Support:   

1. Color Depth:  1.074B colors. 
2. Color Gamut (typical):  Adobe RGB 99%, sRGB 100% and 120% (CIE 1976) 

K. Pixel Pitch:  0.27 mm. 

L. Display Type:  Widescreen Flat Panel Display. 

M. Connectivity - Minimum: 
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1. 1 Digital Visual Interface connectors (DVI-D) with HDCP 
2. 1 DisplayPort 1.2 (DP) 
3. 1 High Definition Multimedia Interface (HDMI) 
4. 1 USB 3.0 upstream port. 
5. 4 USB 3.0 downstream ports. 
6. 1 DisplayPort out. 
7. 1 Audio output  Max Sync Rate:  76 Hz x 81 kHz. 

N. Provide video monitor tree to support 4 monitors.  Provide anchoring to the desk surface. 

2.6 ACCESS CONTROL HARDWARE COMMUNICATIONS 
A. The system shall have the ability to communicate with the access control/alarm monitoring 

processors by either RS485 or LAN/WAN connections utilizing TCP/IP communications 
protocol.  The system shall also have the ability to communicate with the access control panels 
through remote dial up capabilities.  

B. Downloading or database changes shall not interfere with any output control, access decisions, 
alarm monitoring, traces, or any other required function of the access control hardware and 
alarm monitoring client workstation.  Communications between the system client workstation(s) 
and the access control/alarm monitoring processors shall be interleaving so that alarms will still 
report to their respective alarm monitoring client workstations while downloads are occurring.  

C. Upon losing and then restoring communications between the access control/alarm monitoring 
processors and the system database, database synchronization between the system database 
and the local database in each access control/alarm monitoring processor shall be fast and 
efficient.  

2.7 ACCESS CONTROL/ALARM MONITORING PROCESSORS 
A. Access control/alarm monitoring processors shall operate as an autonomous intelligent 

processing unit.  Access control/alarm monitoring processors shall make decisions about 
access control, alarm monitoring, linking functions, and door locking schedules for its operation, 
independent of other system components.  Access control/alarm monitoring processors shall be 
part of a fully distributed processing control network.  The portion of the database associated 
with access control/alarm monitoring processor and consisting of parameters, constraints, and 
the latest value or status of points connected to that access control/alarm monitoring processor, 
shall be maintained in the access control/alarm monitoring processor. 

B. Description overview: 

1. The access control/alarm monitoring processor shall communicate to the host computer in a 
single path configuration of Ethernet or RS485.  

2. The access control processor shall support a minimum of twenty readers, easily populated 
through the use of the following. 
a. Distributed reader modules for support of: 

1) Biometric Gateways. 
2) Credential Readers. 

b. Input Control Modules. 
1) Input module shall provide 8 fully supervised inputs and 4 non supervised inputs. 

c. Output Control Modules. 
1) Each reader module shall have the additional capacity of 8 relay outputs. 

3. The access control processor shall have the following characteristics: 
a. Shall store a minimum of [100,000] credential holders online. 
b. Incorporate Flash upgradeable firmware. 
c. Provide supervised alarm inputs to monitor the status of alarm circuits and report the 

status information to the monitoring screen. 
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d. Provide control relay outputs for controlling devices by remote command from the 
system, through time schedules or on alarm point activation. 

e. Contain enough RAM to maintain a card database of [100,000] 
f. Automatically disconnect from the communication loop upon a communication failure 

within the access control processor to prevent the communication to other access 
control processors in the loop from being interrupted. 

g. Upon loss of communication, the access control/alarm monitoring processor shall 
contain enough memory to operate normally.  In addition, the access control/alarm 
monitoring processor shall store a minimum of [10,000] prioritized transactions or 
events and shall automatically transmit that data to the system as soon as 
communication is restored. 

h. Upon verification of credential authorization or request to exit, the processor shall 
activate a door control relay output and shunt the intrusion alarm.  The lock control 
outputs shall be rated for a minimum of 1A @24 VDC.  Relay activation time shall be 
adjustable from 0 to 49,999 seconds on an individual reader basis.  The door shall 
automatically relock upon opening. 

i. Provide an intrusion alarm indication on the system if the reader controlled door is 
opened without an authorized credential use or request to exit.  

j. Shall provide a door prop alarm indication on the monitoring screen if the reader 
controlled door is held open past an adjustable time period after an authorized 
credential use or request to exit.  The door prop alarm delay shall be adjustable from 0 
to 99 seconds on an individual reader basis.  

k. Acceptable manufacturer for the access control/alarm monitoring processor shall be the 
same manufacturer of the software to insure control of quality and integrated 
performance capabilities. 

C. Input Control Module. 

1. The Input Control Module (ICM) shall monitor all system alarm inputs.  The Input Modules 
shall be able to operate independently and in conjunction with Output Control Modules, 
which will send an output signal to a corresponding output device upon alarm input 
activation.  System Administrators shall have the ability to set the following options for each 
input or output configured on the Input Control Modules in the system: 
a. Alarm Masking:   

1) This feature shall allow System Administrators to mask the alarm input manually, or 
on a time zone basis. 

b. Local Linkage:   
1) This feature shall allow System Administrators to locally link outputs with inputs that 

are attached to the same Input control module/Output Control Module.  Inputs shall 
be linked to multiple outputs and outputs shall be triggered by multiple inputs. 

c. Activate Output:   
1) This feature shall allow System Administrators to activate an output tied to the Input 

control module/output control module on a time zone basis. 
d. Activate Output Always:   

1) This feature shall allow System Administrators to activate an output always. 
e. Configuration of Debounce Times:   

1) Debounce time configuration allows System Administrators to control the amount of 
time that an input state change must remain consistent in order for it to be 
considered a real change of state, and shall prevent contact "flickers" from being 
reported up as changes of state. 

f. Configuration of Hold Times:   
1) When configuring an Alarm Input, a hold time setting shall be settable from 0-15.  

When an input goes active and is restored, the hold time is the amount of time in 
seconds to wait until reporting the input activation as restored.  This feature is used 
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when there is no advantage to log the specific number of times a point is tripped 
after the initial event. 

D. Individual Access Control/Alarm Monitoring Processor Operation: 

1. Card-reader ports of an access control processor shall be custom configurable for a 
minimum of [120] different card-reader or keypad formats.  Multiple reader or keypad 
formats may be used simultaneously at different access control processors or within the 
same access control processor. 

2. Access control processors shall provide a response to card-readers or keypad entries in 
less than 0.25 seconds, regardless of system size. 

3. Access control processors that are reset, or powered up from a nonpowered state, shall 
automatically request a parameter download and reboot to its proper working state.  This 
shall happen without any operator intervention. 

4. Initial Startup:  When access control/alarm monitoring processors are brought on-line, 
database parameters shall be automatically downloaded to them.  After initial download is 
completed, only database changes shall be downloaded to each access control/alarm 
monitoring processor. 

5. Failure Mode:  On failure for any reason, access control/alarm monitoring processors shall 
perform an orderly shutdown and force access control/alarm monitoring processor outputs 
to a predetermined failure mode state, consistent with the failure modes shown and the 
associated control device. 

6. Startup after Power Failure:  After power is restored, startup software shall initiate self-test 
diagnostic routines, after which access control/alarm monitoring processors shall resume 
normal operation. 

7. Startup after Access Control/Alarm Monitoring Processor Failure:  On failure, if the 
database and application software are no longer resident, access control/alarm monitoring 
processors shall not restart, but shall remain in the failure mode until repaired.  If database 
and application programs are resident, access control/alarm monitoring processors shall 
immediately resume operation.  If not, software shall be restored automatically from the 
Server. 

E. Communications Monitoring: 

1. System shall monitor and report status of communications of each location. 
2. Missed polls indicate that messages had to be retransmitted and reflect the soundness or 

quality of the access control/alarm monitoring processor-to-access control/alarm monitoring 
processor network. 

3. Communication status window shall display which access control/alarm monitoring 
processors are currently communicating, a total count of missed polls since midnight, and 
which access control/alarm monitoring processor last missed a poll. 

F. Operating systems shall include a real-time clock function that maintains seconds, minutes, 
hours, day, date, and month.  The real-time clock shall be automatically synchronized with the 
central processing units a minimum of once a day to plus or minus 10 seconds.  The time 
synchronization shall be automatic, without operator action and without requiring system 
shutdown. 

2.8 OPERATIONS 
A. Inputs in system shall have two icon representations, one for the normal state and one for the 

abnormal state. 

B. When viewing and controlling inputs, displayed icons shall automatically change to the proper 
icon to display the current system state in real time.  Icons shall also display the input's state, 
whether armed or bypassed, and if the input is in the armed or bypassed state due to a time 
zone or a manual command. 

C. Outputs in system shall have two icon representations, one for the secure (locked) state and 
one for the open (unlocked) state. 
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D. Icons displaying status of the I/O points shall be constantly updated to show their current real-
time condition without prompting by the operator. 

E. The operator shall be able to scroll the list of I/Os and press the appropriate toolbar button, or 
right click, to command the system to perform the desired function. 

F. Graphic maps or drawings containing inputs, outputs, and override groups shall include the 
following: 

1. Database to import and store full-color maps or drawings and allow for input, output, and 
override group icons to be placed on maps. 

2. Maps to provide real-time display animation and allow for control of points assigned to 
them. 

3. System to allow inputs, outputs, and override groups to be placed on different maps. 
4. Software to allow changing the order or priority in which maps will be displayed. 

G. Operator Commands: 

1. Command Input:  Plain-language words and acronyms shall allow operators to use the 
system without extensive training or data-processing backgrounds.  System prompts shall 
be a word, a phrase, or an acronym. 

2. Command inputs shall be acknowledged, and processing shall start in not less than 1 
second. 

3. Tasks that are executed by operator's commands shall include the following: 
a. Acknowledge Alarms:  Used to acknowledge that the operator has observed the alarm 

message. 
b. Place Zone in Access:  Used to remotely disable intrusion alarm circuits emanating 

from a specific zone.  System shall be structured so that console operator cannot 
disable tamper circuits. 

c. Place Zone in Secure:  Used to remotely activate intrusion alarm circuits emanating 
from a specific zone. 

d. System Test:  Allows the operator to initiate a system-wide operational test. 
e. Zone Test:  Allows the operator to initiate an operational test for a specific zone. 
f. Print reports. 
g. Change Operator:  Used for changing operators. 
h. Display Graphics:  Used to display any graphic displays implemented in the system.  

Graphic displays shall be completed within 20 seconds from time of operator command. 
i. Run system tests. 
j. Generate and format reports. 

H. Alarms: 

1. System Setup: 
a. Assign manual and automatic responses to incoming point status change or alarms. 

2. Animated Response Graphics:  Highlight alarms with flashing icons on graphic maps; 
display and constantly update the current status of alarm inputs and outputs in real time 
through animated icons. 

3. Multimedia Alarm Annunciation:  WAV files to be associated with alarm events for audio 
annunciation or instructions. 

4. Alarm Handling:  Each input may be configured so that an alarm cannot be cleared unless it 
has returned to normal, with options of requiring the operator to enter a comment about 
disposition of alarm.  Allow operator to silence alarm sound when alarm is acknowledged. 

5. Video Surveillance Alarm Interface:  Allow commands to be sent to video surveillance 
systems during alarms (or input change of state). 

6. Camera Control:  Provides operator ability to select and control cameras from graphic 
maps. 
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I. Alarm Monitoring:  Monitor sensors and access control panels, and notify operators of an alarm 
condition.  Display higher-priority alarms first and, within alarm priorities, display the oldest 
unacknowledged alarm first.  Operator acknowledgment of one alarm shall not be considered 
acknowledgment of other alarms nor shall it inhibit reporting of subsequent alarms. 

1. Displayed alarm data shall include type of alarm, location of alarm, and secondary alarm 
messages. 

2. Printed alarm data shall include type of alarm, location of alarm, date and time (to nearest 
second) of occurrence, and operator responses. 

3. Maps shall automatically display the alarm condition for each input assigned to that map, if 
that option is selected for that input location. 

4. Alarms initiate a status of "pending" and require the following two handling steps by 
operators: 
a. First Operator Step:  "Acknowledged."  This action shall silence sounds associated with 

the alarm.  The alarm remains in the system "Acknowledged" but "Un-Resolved." 
b. Second Operator Step:  Operators enter the resolution or operator comment, giving the 

disposition of the alarm event.  The alarm shall then clear. 
5. Each workstation shall display the total pending alarms and total unresolved alarms. 
6. Each alarm point shall be programmable to disallow the resolution of alarms until the alarm 

point has returned to its normal state. 
7. Alarms shall transmit to Server in real time. 
8. Alarms shall be displayed and managed from a minimum of four different windows. 

a. Input Status Window:  Overlay status icon with a large red blinking icon.  Selecting the 
icon will acknowledge the alarm. 

b. History Log Transaction Window:  Display name, time, and date in red text.  Selecting 
red text will acknowledge the alarm. 

c. Alarm Log Transaction Window:  Display name, time, and date in red.  Selecting red 
text will acknowledge the alarm. 

d. Graphic Map Display:  Display a steady colored icon representing each alarm input 
location.  Change icon to flashing red when the alarm occurs.  Change icon from 
flashing red to steady red when the alarm is acknowledged. 

9. Once an alarm is acknowledged, the operator shall be prompted to enter comments about 
the nature of the alarm and actions taken.  Operator's comments may be manually entered 
or selected from a programmed predefined list, or a combination of both. 

10. For locations where there are regular alarm occurrences, provide programmed comments.  
Selecting that comment shall clear the alarm. 

11. The time and name of the operator who acknowledged and resolved the alarm shall be 
recorded in the database. 

J. Monitor Display:  Display text and graphic maps that include zone status integrated into the 
display.  Colors are used for the various components and current data.  Colors shall be uniform 
throughout the system. 

1. Color Code: 
a. FLASHING RED:  Alerts operator that a zone has gone into an alarm or that primary 

power has failed. 
b. STEADY RED:  Alerts operator that a zone is in alarm and alarm has been 

acknowledged. 
c. YELLOW:  Advises operator that a zone is in access. 
d. GREEN:  Indicates that a zone is secure and that power is on. 

2. Graphics: 
a. Support a minimum of 100 graphic display maps and allow import of maps from a 

minimum of 16 standard formats from a graphics program. 
b. Allow I/O to be placed on graphic maps by the drag-and-drop method. 
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c. Operators shall be able to view the inputs, outputs, and the point's name by moving the 
mouse cursor over the point on graphic map. 

d. Inputs or outputs may be placed on multiple graphic maps.  The operator shall be able 
to toggle to view graphic map associated with inputs or outputs. 

e. Each graphic map shall have a display-order sequence number associated with it to 
provide a predetermined order when toggled to different views. 

f. Camera icons shall have the ability to be placed on graphic maps that, when selected 
by an operator, will open a video window, display the camera associated with that icon, 
and provide pan-tilt-zoom control. 

g. Input, output, or camera placed on a map shall allow the ability to arm or bypass an 
input, open or secure an output, or control the pan-tilt-zoom function of the selected 
camera. 

K. Entry-Control Enrollment Software:  Database management functions that allow operators to 
add, delete, and modify access data as needed. 

1. Provide multiple, password-protected access levels.  Database management and 
modification functions shall require a higher operator access level than personnel 
enrollment functions. 

2. The program shall provide means to disable the enrollment station when it is unattended to 
prevent unauthorized use. 

3. The program shall provide a method to enter personnel identifying information into the 
entry-control database files through enrollment stations.  In the case of personnel identity 
verification subsystems, this shall include biometric data.  Allow entry of personnel 
identifying information into the system database using menu selections and data fields.  The 
data field names shall be customized during setup to suit user and site needs.  Personnel 
identity verification subsystems selected for use with the system shall fully support the 
enrollment function and shall be compatible with the entry-control database files. 

4. Cardholder Data:  Provide 99 user-defined fields.  System shall have the ability to run 
searches and reports using any combination of these fields.  Each user-defined field shall 
be configurable, using any combination of the following features: 
a. MASK:  Determines a specific format that data must comply with. 
b. REQUIRED:  Operator is required to enter data into field before saving. 
c. UNIQUE:  Data entered must be unique. 
d. DEACTIVATE DATE:  Data entered will be evaluated as an additional deactivate date 

for all cards assigned to this cardholder. 
e. NAME ID:  Data entered will be considered a unique ID for the cardholder. 

5. Personnel Search Engine:  A report generator with capabilities such as search by last 
name, first name, group, or any predetermined user-defined data field; by codes not used in 
definable number of days; by skills; or by seven other methods. 

6. Multiple Deactivate Dates for Cards:  User-defined fields to be configured as additional stop 
dates to deactivate any cards assigned to the cardholder. 

7. Default card data can be programmed to speed data entry for sites where most card data 
are similar. 

8. Enhanced ACSII File Import Utility:  Allows the importing of cardholder data and images. 
9. Card Expire Function:  Allows readers to be configured to deactivate cards when a card is 

used at selected devices. 

L. Access control/alarm monitoring processors shall be capable of communicating with the host 
computer and other panels via RS232, RS485, fiberoptics and LAN/WAN - TCP/IP. 

2.9 SYSTEM DATABASE 
A. Time Zones: 

1. Each zone consists of a start and stop time for 7 days of the week and three holiday 
schedules.  A time zone is assigned to inputs, outputs, or access levels to determine when 
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an input shall automatically arm or disarm, when an output automatically opens or secures, 
or when access authorization assigned to an access level will be denied or granted. 

2. Four time zones may be assigned to inputs and outputs to allow four arm or disarm periods 
per day or four lock or unlock periods per day; three holiday override schedules may be 
assigned to a time zone. 

3. Data-entry window shall display a dynamically linked bar graph showing active and inactive 
times for each day and holiday, as start and stop times are entered or edited. 

B. Holidays: 

1. Three different holiday schedules may be assigned to a time zone.  Holiday schedule 
consists of date in format MM/DD/YYYY and a description.  When the holiday date matches 
the current date of the time zone, the holiday schedule replaces the time zone schedule for 
that 24-hour period. 

2. Three separate holiday schedules may be applied to a time zone. 
3. Holidays have an option to be designated as occurring on the designated date each year.  

The holidays remain in system and will not be purged. 
4. Holidays not designated to occur each year shall be automatically purged from database 

after the date expires. 

C. Access Levels: 

1. One level shall be predefined as the Master Access Level.  The Master Access Level shall 
work at all doors at all times and override any anti-passback. 

2. System shall allow for access to be restricted to any area by reader and by time.  Access 
levels shall determine when and where an Identifier is authorized. 

3. System shall have the ability to create multiple door and time zone combinations under 
same access level so that an Identifier may be valid during different time periods at different 
readers even if the readers are on the same Access control panel. 

D. User-Defined Fields: 

1. System shall provide a minimum of 99 user-defined fields, each with 50 characters, for 
specific information about each credential holder. 

2. System shall accommodate a title for each field; field length shall be 20 characters. 
3. A "Required" option may be applied to each user-defined field that, when selected, forces 

the operator to enter data in the user-defined field before the credential can be saved. 
4. A "Unique" option may be applied to each user-defined field that, when selected, will not 

allow duplicate data from different credential holders to be entered. 
5. Data format option may be assigned to each user-defined field that will require the data to 

be entered with certain character types in specific spots in the field entry window. 
6. A user-defined field, if selected, will define the field as a deactivate date.  The selection 

shall automatically cause the data to be formatted with the windows MM/DD/YYYY date 
format.  The credential of the holder will be deactivated on that date. 

7. A search function shall allow any one user-defined field or combination of user-defined 
fields to be searched to find the appropriate cardholder.  The search function shall include 
search for a character string. 

8. System shall have the ability to print cardholders based on and organized by the user-
defined fields. 

E. Code Tracing: 

1. System shall perform code tracing selectable by cardholder and by reader. 
2. Any code may be designated as a "traced code" with no limit to how many codes can be 

traced. 
3. Any reader may be designated as a "trace reader" with no limit to which or how many 

readers can be used for code tracing. 
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4. When a traced code is used at a trace reader, the access-granted message that usually 
appears on the monitor window of the monitoring station shall be highlighted with a different 
color than regular messages.  A short singular beep shall occur at the same time the 
highlighted message is displayed on the window. 

5. The traced cardholder image (if image exists) shall appear on workstations when used at a 
trace reader. 

2.10 CARD READER FUNCTIONS 
A. The system shall support a variety of card readers that must encompass a wide functional 

range.  The system may combine any compatible card readers for installations requiring 
multiple types of card reader capability (i.e., card only, card and/or PIN, supervised inputs, etc.).  
Card readers shall be available in Open Supervised Device Protocol (OSDP) output format and 
Wiegand.  All card readers shall include card reader back boxes for conduit installations.  

B. The use of keypads with the card reader will require the user to enter a personal identification 
number in conjunction with the card to obtain authorized access. 

2.11 READERS 
A. Contactless SmartCard 13.56 MHz Technology. 

B. Exterior readers shall be weatherproof.  Seal all openings and penetrations with manufacturer 
approved sealant. 

C. No special housing shall be required for those readers designated for outdoor use. 

D. Electrical connections and cabling from the reader assembly to the system interface shall be per 
manufacturer’s specifications. 

E. All card readers shall be installed on an electrical include electrical back boxes for conduit 
installations. 

F. Card readers shall provide audible feedback to indicate access granted/denied decisions.  Upon 
a card swipe, two beeps shall indicate access granted and three beeps shall indicate access 
denied.  All keypad buttons shall provide tactile audible feedback.  

2.12 CARDS / CREDENTIALS 
A. Combination Proximity and 16k bit (2k Byte), 13.56 MHz read/write contactless smart card 

technology.  The Smart Card Technology shall have the following features: 

1. Sufficient read/write memory to store multiple biometric templates. 
2. 16k available in a two or sixteen application area configuration. 32k available with 16k 

memory configured in either 2 or 16 application areas, plus an additional 16k user 
configurable memory. 

3. Multiple securely separated files enable numerous applications, including the HID standard 
access control application, and support future growth. 

4. Complies with ISO 15693 and 14443B for contactless communications. 

B. Card Dimensions:  3-3/8 inches x 2-1/8 inches. 

C. Provide for future card modifications to include custom artwork, laminated photo I.D., and slot 
punching for strap or chain, without requiring replacement of card. 

2.13 PIN READERS 
A. Pin keypad shall be an integral part of the reader at pin-reader locations.  The reader shall 

require an authorized user to enter a personal identification number in conjunction with the use 
of the card to obtain access.  

2.14 REQUEST TO EXIT MOTION DETECTOR 
A. The request to exit motion detector shall include as a minimum the following features: 

1. Dual technology passive infrared and microwave. 
2. Adjustable time delay. 
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3. Tamper output. 
4. Microwave frequency:  5.8 GHz. 
5. Range, depth:  3 to 15 feet, adjustable. 
6. Range, width:  7.9 feet. 
7. Range, PIR:  15 feet (4.6 m), adjustable. 
8. Relay output - Form “C”. 
9. Approximate dimensions (HxWxD):  1.76 x 7.395 x 1.85 inches. 
10. Provide a trim plate to mount between the request to exit motion and the mounting surface.  

The trim plate shall be approximately 1/8 inches in depth, and shall be sized approximately 
1/2 inch - 3/4 inches larger than the motion detector mounting surface and large enough to 
cover the backbox opening.  The trim plate shall be supplied by the manufacturer.  If a trim 
plate is not available from the manufacturer, one shall be fabricated using ABS plastic.  The 
trim plate color shall match the existing surface. 

2.15 ACTIVITY/REPORT PRINTER 
A. The laser printer shall meet the following minimum requirements: 

1. Minimum 27 pages/minute. 
2. Equipped with a 16 meg internal buffer memory. 
3. Minimum Print Quality:  600 x 600 dpi. 
4. Minimum Tray Capacity:  125 sheets. 
5. USB 2.0 and Ethernet connection. 

2.16 MOTION DETECTION SENSORS 
A. Ceiling Mounted. 

1. Dual optic technology. 
2. 60 feet diameter coverage. 
3. Ceiling mount. 
4. 360 degree coverage. 
5. Mask all unused curtain areas. 
6. Utilize recessed mounting kit. 
7. Powered by 7 to 18 volts DC. 

B. Wall Mounted: 

1. Dual Tech:  (Honeywell DT7450 basis of design) 
2. Passive infrared motion detector with self-contained microprocessor employing dual 

technology motion detection.  
3. Integral bug guard. 
4. Form C, 125mA max, 25VDC (minimum) alarm output. 
5. Integral combination cover/ tamper switch. 
6. Digitally adjust thresholds to account for room disturbances  
7. Fresnel lens shall provide the same sensitivity for human targets at the edge of the pattern 

as exists directly in front of the sensor.  
8. Continuous internal signal diagnostic supervision. 
9. PIR supervision performed once every hour.  
10. Temperature compensation monitored and updated every 30seconds.  
11. Additional minimum requirements: 

a. Range:  50 feet x 60 feet (short range - wall mounted), 100 inches x 25 feet (long range 
- wall mounted), 50 feet x 360 degree (ceiling mounted) 

b. Alarm Relay:  Energized Form C @125 mA, 25 VDC, w/20 Ohm series resistor. 
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c. Tamper:  (NC) 50 mA, 24 VDC. 
d. Power Requirements:  8.0 - 16 VDC.  
e. Frequency:  24.125 GHz (K-Band). 
f. PIR White Light Immunity:  6,500 lux typical. 
g. Fluorescent Light Filter:  50 Hz or 60 Hz, selectable. 
h. RFI Immunity:  30 V/m, 10 MHz - 1000 MHz. 
i. Operating Temperature:  14 degrees to 131 degrees F @ 5 percent - 95 percent 

relative humidity (non-condensing) 
j. PIR Fields of View:  22 long range edges, 12 intermediate edges, Six lower edges. 
k. Four look-down edges. 
l. Maximum Dimension:  4.685 inches x 2.795 inches x 1.654 inches. 
m. Sensitivity:  Standard:  3-4 steps Intermediate:  2-3 steps. 

2.17 DOOR POSITION SWITCHES 
A. Magnetic door position switches - Recessed - Magnasphere model MSS Series used as Basis 

of Design, any/all substitution request shall meet the following criteria: 

1. Recessed mounted magnetic switches. 
2. 1 inches diameter self-locking. 
3. UL 634 Listed. 
4. Resistant to defeat by placing magnet against frame. 
5. Resistant to arcing and fusing from lighting and voltage spikes. 
6. Weatherproof, fully sealed. 
7. 0.25 Watt contact rating. 
8. Double Pole-Single Throw (DPST) 
9. Closed-loop configuration. 
10. Coordinate color to match door frame. 

B. Magnetic door position switches - Surface Mount - Magnasphere model MSS Series used as 
Basis of Design, any/all substitution request shall meet the following criteria: 

1. Anodized aluminum housing. 
2. UL 634 Listed. 
3. Resistant to defeat by placing magnet against frame. 
4. Resistant to arcing and fusing from lighting and voltage spikes. 
5. Weatherproof, fully sealed. 
6. 0.25 Watt contact rating. 
7. Double Pole-Single Throw (DPST) 
8. 24 inches Armored Cable. 
9. Closed-loop configuration. 
10. Coordinate color to match door frame. 

2.18 ACCESS CONTROL AND DOOR HARDWARE POWER SUPPLIES 
A. Power Supplies for door hardware and access control hardware shall be designed specifically 

for the system equipment installed.  Power supplies shall be regulated, isolated versions for the 
access control panel, I/O Modules, Readers, Door Locking Hardware and the security 
monitoring peripheral equipment.  Each version shall be available in UPS with battery back-up 
and non-UPS models.  All power supplies shall be housed in locked enclosures that also allow 
mounting space for the access control panels, I/O Modules, single reader modules, dual 
interface modules or other device/panel required. 

1. Provide separate power supplies for the access control equipment and door locking 
hardware. 
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2. The power supplies shall be UL listed for use with the specified access control system. 
3. Electric lock power supplies shall be UL listed for use with the specified lock manufacturer. 

a. Coordinate with Division 08 for electric lock manufacturer. 
b. The Contractor has the option to combine more than one door on one power supply.  

Coordinate with Division 08, the power requirements for each lock to determine the size 
of power supply required. 

4. Power supplies for doors with high current electric latch retraction will be provided by 
Division 08. 

2.19 SURGE AND TAMPER PROTECTION 
A. Surge Protection:  Protect components from voltage surges originating external to equipment 

housing and entering through power, communication, signal, control, or sensing leads.  Include 
surge protection for external wiring of each conductor-entry connection to components. 

1. Minimum Protection for Power Connections 120 V and More:  Auxiliary panel suppressors 
complying with requirements in Division 26 Section "Transient-Voltage Suppression for 
Low-Voltage Electrical Power Circuits." 

2. Minimum Protection for Communication, Signal, Control, and Low-Voltage Power 
Connections:  Comply with requirements in Division 26 Section "Transient-Voltage 
Suppression for Low-Voltage Electrical Power Circuits" as recommended by manufacturer 
for type of line being protected. 

B. Tamper Protection:  Tamper switches on enclosures, control units, pull boxes, junction boxes, 
cabinets, and other system components shall initiate a tamper-alarm signal at the security 
monitoring screen when unit is opened or partially disassembled.  Control-station control-unit 
alarm display shall identify tamper alarms and indicate locations. 

PART 3 - EXECUTION 
3.1 PREPARATION 

A. Obtain detailed Project planning forms from manufacturer of access-control system; develop 
custom forms to suit Project.  Fill in all data available from Project plans and specifications and 
submit as Project planning documents for review and approval by Owner and Architect. 

1. Record setup data for control station and workstations. 
2. For each location, record setup of Access control panel features and access requirements. 
3. Propose start and stop times for time zones and holidays, and match up access levels for 

doors. 
4. Set up groups, facility codes, linking, and list inputs and outputs for each Access control 

panel. 
5. Assign action message names and compose messages. 
6. Set up alarms.  Establish interlocks between alarms, intruder detection, and video 

surveillance features. 
7. Prepare and install alarm graphic maps. 
8. Develop user-defined fields. 
9. Develop screen layout formats. 
10. Complete system diagnostics and operation verification. 
11. Prepare a specific plan for system testing, startup, and demonstration. 
12. Develop acceptance test concept and, on approval, develop specifics of the test. 
13. Develop cable and asset management system details; input data from construction 

documents.  Include system schematics and Visio Technical Drawings. 

B. In meetings with Architect and Owner, present Project planning documents and review, adjust, 
and prepare final setup documents.  Use final documents to set up system software. 
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3.2 INSTALLATION 
A. Comply with the requirements of Section 28 05 01. 

B. Coordinate all work with the Owner prior to the commencement of the scope of work as 
specified herein. 

C. Apply for, and obtain any and all permits required by federal, state, county, city, or other 
authority having jurisdiction over the work. 

D. Install and terminate all security circuits to the door hardware supplied and installed by Division 
08.  Coordinate with the Division 08 contractor the installation and termination of all cabling and 
security devices. 

E. Coordinate the conduit/raceway installation with the Division 26 contractor.  Conduit to be 
provided beyond what is shown on the [EY] series project drawings shall be the responsibility of 
the Security Contractor. 

F. Install equipment and devices in accordance with manufacturer’s specifications.  

G. Coordinate with the Owner the complete system configuration requirements of the Owner. 

1. The installer/contractor shall be responsible for configuring/programming the system to 
meet the operational requirements of the Owner. 

H. Install readers and integrate into special assemblies as may be required for elevator call panels, 
narrow jamb frames and pedestal mounts. 

3.3 FIELD QUALITY CONTROL 
A. Field Tests and Inspections 

1. Test and inspect all system components and cabling to assure compliance with 
manufacturer’s requirements for operation in accordance with the requirements in Section 
28 05 01. 

3.4 SYSTEM STARTUP 
A. Coordinate requirements of this Section with Section 01 75 00 – Checkout and Startup 

Procedures when applicable. 

B. Coordinate with the manufacturer’s services and requirements. 

3.5 DEMONSTRATION AND TRAINING 
A. Comply with requirements in Section 28 05 01. 

END OF SECTION 
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SECTION 32 31 13 
CHAIN LINK FENCE AND GATES 

PART 1 - GENERAL 
1.1 SUMMARY 

A. Section Includes: 

1. Chain link fencing and gates. 

B. Related Requirements: 

1. Section 03 00 05 - Concrete. 
2. Section 31 23 01 - Earth Moving. 
3. Section 31 23 05 - Excavation and Fill. 
4. Section 31 23 33 - Trenching and Backfilling. 

1.2 QUALITY ASSURANCE 
A. Referenced Standards: 

1. ASTM International (ASTM): 
a. A153/A153M, Standard Specification for Zinc Coating (Hot-Dip) on Iron and Steel 

Hardware. 
b. A392, Standard Specification for Zinc-Coated Steel Chain-Link Fence Fabric. 
c. A824, Standard Specification for Metallic-Coated Steel Marcelled Tension Wire for Use 

with Chain-Link Fence. 
d. F552, Standard Terminology Relating to Chain Link Fencing. 
e. F567, Standard Practice for Installation of Chain-Link Fence. 
f. F626, Standard Specification for Fence Fittings. 
g. F900, Standard Specification for Industrial and Commercial Steel Swing Gates. 
h. F1043, Standard Specification for Strength and Protective Coatings on Steel Industrial 

Fence Framework. 
i. F1083, Standard Specification for Pipe, Steel, Hot-Dipped Zinc-Coated (Galvanized) 

Welded, for Fence Structures. 
2. American Welding Society (AWS). 
3. National Fire Protection Association (NFPA): 

a. NFPA 70, National Electrical Code (NEC). 
4. Underwriters Laboratories, Inc. (UL). 

B. Qualifications: 

1. Installer bonded and licensed in the Project state. 
2. Installer shall have a minimum two years experience installing similar fencing. 
3. Utilize only AWS certified welders. 
4. Electric gate operators to be UL listed. 
5. Grounding by an electrician licensed in Project state. 

1.3 DEFINITIONS 
A. See ASTM F552. 

B. NPS:  Nominal pipe size, in inches. 

C. Installer or Applicator: 

1. Installer or applicator is the person actually installing or applying the product in the field at 
the Project site. 
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2. Installer and applicator are synonymous. 

1.4 SUBMITTALS 
A. Shop Drawings: 

1. Product technical data including: 
a. Acknowledgement that products submitted meet requirements of standards referenced. 
b. Manufacturer's installation instructions. 

2. Scaled plan layout showing spacing of components, accessories, fittings, and post 
anchorage. 

3. Mill certificates. 
4. Source quality control test results. 
5. Automatic gate system: 

a. Electrical circuitry and control wiring. 
b. Intercom system. 
c. Detector loop layout. 
d. Locking plan. 
e. Method of installation of detector loop. 
f. Sealant material for detector loops. 

PART 2 - PRODUCTS 
2.1 COMPONENTS 

A. Chain Link Fabric: 

1. Fabric type: 
a. ASTM A392 zinc-coated steel: 

1) Coated before weaving, 2.0 oz/SQFT. 
2. Wire gage:  [6] [9] [11]. 
3. Mesh size:  [1] [1-1/4] [1-3/4] [2] inches. 
4. Selvage treatment: 

a. Top:  [Knuckled] [Twisted and barbed]. 
b. Bottom:  [Knuckled]. 

B. Concrete:  See Section 03 00 05 - Concrete. 

C. Line Post: 

1. ASTM F1083 pipe: 
a. Schedule [40] [80], NPS 2. 

D.   Corner or Terminal Posts: 

1. ASTM F1083 pipe: 
a. Schedule [40] [80], NPS 2-1/2. 

E.  Brace and Rails: 

1. ASTM F1083 pipe: 
a. Schedule [40] [80], NPS 1-1/4. 

F.   Tension Wire: 

1. [Top] [Top and bottom] of fabric: 
a. ASTM A824, galvanized steel, Class 3. 

G. Fence Fittings (Post and Line Caps, Rail and Brace Ends, Sleeves-Top Rail, Tie Wires and 
Clips, Tension and Brace Bands, Tension Bars, Truss Rods): 
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1. ASTM F626. 

H. Swing Gate: 

1. ASTM F900. 
2. Materials as specified for fence framework and fabric. 
3. Hardware: 

a. Galvanized per ASTM A153/A153M. 
b. Hinges to permit [180 degrees inward] [180 degrees outward] [90 degrees in and out] 

gate opening. 

2.2 SOURCE QUALITY CONTROL 
A. Test related fence construction materials to meet the following standards: 

1. Posts and rails:  ASTM F1043, Heavy Industrial. 

PART 3 - EXECUTION 
3.1 INSTALLATION 

A. Install in accordance with: 

1. Manufacturer's instructions. 
2. Lines and grades shown on Drawings. 
3. ASTM F567. 

B. Do not start fence installation before final grading is complete and finish elevations are 
established. 

C. Drill holes in firm, undisturbed or compacted soil. 

D. Place fence with bottom edge of fabric at maximum clearance above grade, as shown on 
Drawings. 

1. Correct minor irregularities in earth to maintain maximum clearance. 

E. Space line posts at equal intervals not exceeding 10 feet on-center. 

F. Provide post braces for each gate, corner, pull and terminal post and first adjacent line post. 

G. Install tension bars full height of fabric. 

H. Rails: 

1. Fit rails with expansion couplings of outside sleeve type. 
2. Rails continuous for outside sleeve type for full length of fence. 

I. Provide expansion couplings in top rails at not more than 20 feet intervals. 

J. Anchor top rails to main posts with appropriate wrought or malleable fittings. 

K. Install bracing assemblies at all end and gate posts, as well as side, corner, and pull posts. 

1. Locate compression members at mid-height of fabric. 
2. Extend diagonal tension members from compression members to bases of posts. 
3. Install so that posts are plumb when under correct tension. 

L. Pull fabric taut and secure to posts and rails. 

1. Secure so that fabric remains in tension after pulling force is released. 
2. Secure to posts at not over 15 inches on-center, and to rails at not over 24 inches on-

center, and to tension wire at not over 24 inches on-center. 
3. Use U-shaped wire conforming to diameter of pipe to which attached, clasping pipe and 

fabric firmly with ends twisted at least two full turns. 
4. Bend ends of wire to minimize hazards to persons or clothing. 
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M. Install post top at each post. 

N. Gates: 

1. Construct with fittings or by welding. 
2. Provide rigid, weatherproof joints. 
3. Assure right, non-sagging, non-twisting gate. 
4. Coat welds with rust preventive paint, color to match pipe. 

O. Install solar powered electric gate operator in accordance with NFPA 70. 

END OF SECTION 
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OR

PLUMBED RESTROOMS

FULLY MODULAR

1. Factory built restroom set in one day

2. Ultra low flow flush toilet

3. Handwash sink

4. Waterless urinal

5. Sink water tank

6. Flush water vault

7. Waste water holding vault

8. Optional rain water collection system

9. Solar panel

SELF-CONTAINED 
FLUSH RESTROOMS

Where sewer and septic are not available, 
Green Flush’s self-contained restrooms can 
provide the sinks and flush toilets visitors 
want to find. Each restroom is equipped with 
a waste tank, as shown in this cutaway 
image, and able to accommodate thousands 
of uses before needing service by a standard 
pump truck.

HOW DO THEY WORK?

Your visitors expect 
quality restrooms. Bad 
restrooms hurt your 
image and bottom line.

• Factory & Commercial Quality

• Standard Plans Save Time & Money

• Permanently Installed in a Day

• Come With Complete Precast Foundations

• Meets All ADA, Local, and Energy Codes

WHY ARE FLUSH 
RESTROOMS 
IMPORTANT?

www.greenflushrestrooms.com
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Self Contained Flush Restroom Specifications

Description: Two single-occupancy cabins each with a toilet
and sink, and one mechanical room.

Type: Double.
Style: Durango II 
Exterior: Precision Block
Roof: Metal Roof, Color Polar, w/ Skylight
Interior: Painted Block Wall, Concrete Floor, Water Efficient
Porcelain Toilet, Porcelain Sink, Toilet Paper Dispenser,
Paper Towel Dispenser and Soap Dispenser



Email: sales@AccessRec.com 
Ph: +1-973-955-0514 / Fax: +1-201-624-7007 

55 Park Slope 
Clifton, NJ 07011 - USA 

 

 

 

ACCESSORIES included per KIT 
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